Organizational Inspection Program

Assistant Chief of Staff for Information Management

Evaluation Checklist

Effective Date:  01 October 2006
General Information

A. PURPOSE:  To establish standard procedures and provide guidance for personnel conducting OIP.

B. OBJECTIVE:  To ensure proper procedures are being followed.

CIO discussion forum (25-1,  chap 3– except where otherwise noted).  These questions do not make part of the official evaluation; however, will serve as discussion topics between the ACSIM OIP Lead and site CIO.
a. Has the Military Treatment Facility (MTF) clearly established an MTF CIO who has the sole responsibility of implementing the MTF IM/IT program?

b. Has the Information Management organization analyzed (and documented the analysis of) its mission and revised mission-related and administrative work processes, as appropriate, before making significant IT investments in support of those processes? 

c. Does the organization have a strategic plan that is linked to their mission? Is it periodically updated? 

d. Has a forum been established to develop and implement C4/IT procedures, requirements, and priorities? e.g. IMGC, CCB, MISRT, etc.

e. Does the organization have a clearly defined process for submitting and screening new IT investment proposals for management consideration?  

f. Does the IT investment process clearly establish who in the organization has the responsibility and authority for making final IT-related investment decisions?

g. Are exceptions to the IT investment-screening process, if any, clearly documented?  

h. Does the organization have a process in place to conduct periodic reviews (in-house or via outside consultant/expert) of its current IT investment portfolio to assess alignment with mission needs, priorities, strategic direction, or major process reengineering? 

i. Have managers and/or supervisors developed a set of goals and objectives with performance measures to gauge overall functional mission improvement? 

j. Are IT performance measures linked to management-level goals, objectives, and measures?

k. Are uneconomical IT service contracts identified and terminated? 

1. Information assurance
a. Have appropriate security personnel (for example, IAPMs, IAMs, or IASOs) been appointed? (AR 25-2)
b. Have risk analyses and vulnerability assessments been performed for systems that process, access, transmit, or store Army information to include Protected Health Information (PHI)? (AR 25-2 and AMEDD HIPAA Implementation Guide ver 3.0 – except where otherwise noted)
1) Are the appropriate leadership and management personnel aware of the results of risk analyses and vulnerability assessments?  (AR 25-2)
2) Have vulnerability assessments been performed as per standard Army or AMEDD methodologies as detailed in this regulation to ensure consistency?  (AMEDD HIPAA Implementation Guide)
3) Have countermeasures been identified based on the results of risk analyses and vulnerability assessments? 
4) Is there a written security action plan to document implementation of countermeasures? 
c. Has leadership and management formally accepted the risk to process the information involved (or more precisely stated: "Are the systems and networks accredited"?)?  (AR 25-2)
d. Is Information Assurance training being performed? (AR 25-2)

1) Has the DAA completed certification training?
2) Has the technical staff completed IASO level 1 training?
3) Has senior network managers (IT-I certified) completed level 2 SA/NM training?
4) Is there an information assurance awareness program for users?

e. Are security incidents and violations (for example, viruses, unauthorized access, or attempts) reported? (AR 25-2)

f. Have plans been developed to ensure continued operation in the event of major disruption (for example, fire, natural disaster, bomb threat, civil disorder)? (AR 25-2)

1) Are continuity of operations plans and procedures documented, distributed, and tested at least biannually?
2) Is there a business recovery plan available or incorporated into the COOP?
3) Does the plan outline policies and procedures to allow access to emergency response personnel in the event of a crisis?
4) Is there a COOP testing plan and process?
5) Are system back-up requirements addressed in the plan?
6) Are the responsibilities for plan execution, management, and updates addressed?
7) Does the COOP include a plan for obtaining critical EPHI during an emergency?

g. Are back-up and emergency utilities available to sustain communication capabilities? Ex. Back-up power, UPS, fire suppression systems, etc. (DISA Minimum Physical Security Standards for data center)
h. Has a MISRT been established that has the security officer as one of its members?  (AR 25-2 and AMEDD HIPAA Implementation Plan ver 3.0)
i. Is there a current SSAA on file for each IS? (AR 25-2)
j. Has an IA program been established in writing along with a written security plan? (AR 25-1)
k. Is there an Information Assurance Vulnerability Management Program in place?  (AR 25-2, unless otherwise noted)

1) Are IAVA messages being acted upon and reported in a timely fashion? (AR 25-1)
2) Is there a process and mechanism in place to alert vendor partners of IAVA requirements affecting their systems when systems are affected by the IAVA?
3) Are scanning requirements being met to ensure compliance with IAVA requirements?  At minimum, periodic IAVA scanning should be taking place.
4) Are workstations, servers, and other devices IAVA compliant?
5) Are non-IAVA compliant systems behind specialized VLAN that affords them protection from malicious external activity?

l. Is there a firewall management program that justifies firewall openings and connections?  Is appropriate documentation being maintained to support the firewall management program?  
m. Is there a facility physical security officer appointed in writing?  (AMEDD HIPAA Implementation Guide)

n. Is there a written facility physical security plan?  (AMEDD HIPAA Implementation Guide)
o. Does it include protection requirements for the Computer room/Data Center, Communication closets and/or hub rooms, Peripheral equipment location, IT staff offices, Workstation locations, and systems with EPHI not in the computer room? 
p. Does the plan also address key control programs, policies, and procedures affecting the areas noted in 2.13.1?  
q. Is there a physical security-training plan that pertains to protection of EPHI?  (AMEDD HIPAA Implementation Guide ver 3.0)
r. Are there appropriate access controls and validation procedure for authorized personnel and visitors in communication areas? (AMEDD HIPAA Implementation Guide)
s. Is there an access control list for data center(s) and communication areas?
t. Do guest badges indicate access areas as well as expiration date in written ink?
u. Is there a process in place to verify authorization and clearance of maintenance personnel prior to their access to automated systems?  (Whether physical access or remote) 
v. Do workforce members wear picture Identification? (AMEDD HIPAA Implementation Guide)
w. Is there an A/V program in place to ensure all systems have antivirus software and updated virus definition files? (AR 25-2 and the Army A/V policy)
x. Is there a maintenance record that outlines the policies and procedures for    documenting repairs and modification to the facility that are related to physical security of areas housing automated systems with EPHI? (AMEDD HIPAA Implementation Guide ver 3.0)
y. Are workstations in open areas secured with appropriate computer locks? (AR 25-2)
z. Are workstations in open areas and offices positioned to prevent unauthorized viewing? (AR 25-2)
aa. Are there policies in place on password protected screen savers and logging on/off processes and procedures? (AMEDD HIPAA Implementation Guide and AR 25-2)
ab. Is there a user account issue process in place?  (AR 25-2)
ac. Does this process ensure that the right mechanisms are in place to verify the acquisition of IT-III or higher computer user clearances? 
ad. Are all users assigned a unique user ID and password?
ae. Are there any generic accounts in use?  Those that are, are they strictly for IT management operations, e.g. Help Desk, etc.?
af. Are user roles considered in the issuance of user accounts for access to information systems? (MEDCOM Memo dated 17 January 2003, Subject:  System Administrative Access for Network Attached Devices)
ag. Are administrative accounts restricted to personnel who have med the need, qualification, and training requirements?
ah. Do administrators in the IM department have administrative accounts for all network devices in the facility?
ai. Are user roles and responsibilities considered prior to granting access to systems housing EPHI? (AMEDD HIPAA Implementation Guide ver 3.0)
aj. Is there a process in place to allow for the review of security controls for new or acquired systems prior to connecting to the network? (AMEDD HIPAA Implementation Guide ver 3.0)
ak. Is the DOD PKI policy being implemented on all private web servers? (DoD PKI Policy)
al. Is there a local policy and informational guide in place that informs users of required controls needed to transmit EPHI over e-mail? (OTSG/MEDCOM Policy Memo 04-008)
am. Have Common Access Cards (CAC) been fully deployed?
an. Have CAC readers been fully deployed and configured for PKI capabilities to all personnel with a need to transmit EPHI over e-mail?
ao. Are users transmitting EPHI over e-mail without encryption?
ap. Are users utilizing the required Confidentiality Notice?
aq. Is there a documented auditing program for systems on the network? (AR 25-2)
ar. Are communication capabilities to non-military facilities configured to provide encryption and authentication?  For example, a connection to business associates, vendor partners, remote users, etc? (AMEDD HIPAA Implementation guide ver 3.0)

as. Are remote users using government issued automated systems? (AR 25-2)

2. C4/IT support and services (chap 6, 25 – 1, except where otherwise noted). 

a. Is there a detailed listing of IM/IT personnel to include names, numbers, email and after-hours contact information to support mission requirements?  Listing should at minimum include personnel needed to support information assurance, network operations, and system administration in and outside the facility. (AR 25-1)

b. Is a process in place for acquiring IT and ensuring all required licensing and registration are accomplished?  

c. Is the MTF IMD the single organization responsible for the oversight and management of MTF IT?  

d. Is an accurate inventory being maintained and validated annually for IT equipment?  

e. Has guidance been provided and documented to ensure all software, hardware, and application systems are checked for viruses and vulnerabilities before being loaded or connected to the network? 

f. Are measures being taken to ensure that hard drives are disposed of properly?  

g. Do safeguards exist to ensure that computer users do not acquire, reproduce, or transmit software in violation of applicable copyright laws?

h. Does each Web site contain a clearly defined purpose statement that supports the mission of the organization?  

i. Are users of each publicly accessible Web site provided with privacy and security notice prominently displayed or announced on at least the first page of all major sections of each Web information service?

j. If applicable, does this Web site contain a disclaimer for external links notice for any site outside of the official DOD Web information service (usually the .mil domain)?

k. Is this Web site free of commercial sponsorship and advertising?

l. Is each Web site made accessible to handicapped users in accordance with Section 508 of the Rehabilitation Act?

m. Is operational information purged from publicly accessible Web sites?  See Appendix C, 25-1

n. Are publicly accessible web sites free of personal or unit information? See Appendix C, 25-1

o. 
p. Are the Web servers IAVA compliant and placed behind a reverse proxy server?

q. In terms of system and mail administration, has the Standard Operating Procedures Manual (SOP) been updated to include the following documents?  (AD/Exchange 2003 Administration Guide)

· AD-E2K3 Administration Guide
· AMEDD Exchange 2003 Architecture v2.0
· AMEDD NOS EM Support Plan v1.0
· AMEDD W2K3 Architecture Appendix R v1.1
AMEDD W2K3 AD Operations Guide
· AMEDD W2K3 Architecture v1.1
· AMEDD W2K3 Naming Arch Appendix N v1.2
· AMEDD W2K3 Site Topology Appendix S v1.0
· E2K3 User Communication Plan v1.0
· SCR Request Template AR25-2
· AR25-52
r. Does the OU Exchange Administrators include only those people who will be doing mail administration? (AMEDD Appendix A -Administrative Model)

s. Do system and/or mail administrators understand account creation and transfer? (AD/Exchange 2003 Administration Guide)

t. Do site user accounts meet required naming standards?  AMEDD Appendix N - Naming Conventions

u. Do SMTP addresses meet required naming standards?  AMEDD Appendix N - Naming Conventions

v. Do all workstation, servers, and other devices as appropriate meet prescribed AMEDD naming standards?  AMEDD Appendix N - Naming Conventions

w. Do the data stores exceed the allotted 280 users per database or 35GB?  (AD/Exchange 2003 Administration Guide)

x. Can users access the Exchange 2003 OWA? (AD/Exchange 2003 Administration Guide)

y. Do system and/or mail administrators understand their roles and responsibilities in the Active Directory environment? AMEDD Support Plan for Windows 2000 Active Directory and Exchange 2003 Messaging; AMEDD Appendix A -Administrative Model

z. Do PDA's meet minimum information assurance requirements?  AR 25-2, DoD 8100.2

aa. Is Outlook 2003 set for cached mode?  (AD/Exchange 2003 Administration Guide)

ab. Is the performance of Outlook reasonable over the WAN links?  (AD/Exchange 2003 Administration Guide)

ac. Do TCP/IP settings meet AMEDD standards?  This is particularly critical to ensure correct configuration for WINS and DNS servers.  AMEDD Appendix R - DNS Architecture

ad. Are the antivirus program(s) appropriately configured on servers and workstations?  AMEDD Appendix V - AntiVirus Standards and Army AV policy

i. Are the primary/parent server(s) set up to get updates from approved DoD sites?

ii. Are the definition files up to date?  

ae. Are server logs being properly maintained? (AR 25-2)

1) Are they set up to overwrite?  If so, are the logs being saved to a safe location for future retrieval and/or auditing when needed?
2) Is the log storage space appropriately set up to avoid overflow that may affect server operation?
3) Are the logs being audited daily?

af. Is the site effectively using an Enterprise Management System (EMS)?  The NARMC solution is CA Unicenter.  (AR 25-1)

1) Is the EMS database being maintained?
2) Are the Asset Management and Software Delivery Module being effectively maintained and utilized?
3) Is Service Desk part of this implementation?  If not, is there a customer assistance process with sufficient automation in place to keep track of compliance with IT performance metrics for “help desk” operations?

ag. Is there a detailed back-up plan in place? (AMEDD HIPAA Implementation Guide ver 3.0)

1) Are systems back-ups being performed daily?
2) Is there a storage mechanism to maintain PHI stored on systems for a period of 6 years?
3) Is there an off-site back-up program in place?
4) Is back-up media regularly tested to ensure functionality when needed?

3. Infrastructure Protection & Management (Military Health System Information Assurance Policy/Guidance ver 1.3, except where otherwise noted)

a. Are all data outlets not in use detached from the network infrastructure in the communications closets and/or disabled?
b. Are there current drawings, or as-built drawings of the MTF network infrastructure?  The drawings should include all remote connections, all local connections to domains not under site control, and all internal connections to PCs/workstations, servers, routers, bridges, and switches, and should contain all IP address information. Physical cable routes should be annotated and any special circumstances concerning the installation, such as a path that leaves a controlled environment, should be noted.  Drawings should also include CCSD and LEC circuit numbers for WAN circuits that the MTF utilizes.  Drawings should also include VLAN architecture for specialized networks and isolation of specialty systems and enclaves.
c. Are servers and users connected directly into the MTF backbone or are they separated into segmented VLANs to aid in network performance and security?
d. Is HP Openview being used and is it recording the presence of unauthorized devices?  Is it fully operational?  Is MTF Staff able to utilize system for trouble/fault isolation?
e. Are there any other management tools that by themselves or in conjunction with HP Openview can provide the total number of networked devices on the MTF LAN?
f. Are all communication lines labeled and documented to show destination and source within the physical domain of the MTF infrastructure?
g. Do major cable runs such as fiber paths between core nodes supporting critical systems include spares to alleviate potential downtime? If one cable is damaged, the alternate cable can be readily attached. (Spare cables should be fabricated or procured, and be readily available for installation.)
h. Are facility cables (including leased lines) protected by placing in, and/or enclosing in acceptable distribution hardware (i.e., cable trays, cable ducts, etc.)?
i. Are cable paths run within controlled access areas and, wherever possible, always under the site's control? If cables are run in areas not under the site's control, a memorandum of understanding (MOU) should be established between the sites and the controlling authority responsible for the structure supporting the cable run.  NOTE: In this case, controlled access area means controlled restriction to authorized site personnel.
j. Are switches, hubs, routers, and other communication devices installed in dedicated locked communications closets?  In the case where communications closet access cannot be secured, do they reside in locked cabinets?
k. Do communication areas have appropriate environmental controls?
l. Are switches, hubs, routers, and other communication devices operating on the latest version of approved and IAVA compliant software?
m. Are communications closets/cabinets in centralized locations and not along outside walls where they could be vulnerable to electronic eavesdropping from outside the building?  Is the MTF housing or supporting a secure network such as SIPRNET?
n. Are the keys to the locked dedicated communications closets and cabinets only under the control of authorized network personnel and/or network security personnel?
o. Are network devices, including concentrators, switches, hubs, and routers configured to Army and DoD standards?
p. Are all network devices, including concentrators, switches, hubs, routers, bridges, firewalls, and others password protected for both viewing and modification using the complex password standard?  Are passwords being generated using a complex password generator?
q. Are there any known backdoor User-IDs and passwords on network devices?
r. Are passwords for communication devices stored in a secure and controlled manner?  I.E. memorized, and written passwords stored in a locked safe?
s. In the case where device management requires file downloads, communications between devices and the TFTP server will be as secure as possible.  At a minimum, is this being accomplished by restricting communication to known authorized IP addresses?
t. Are the standard warning banners deployed on all network devices allowing Telnet, File Transfer Protocol (FTP), or Hyper-Text Transfer Protocol (HTTP) access?  If they are, are they installed so that they appear before a logon screen or before any identification of the system?
u. Backdoor circuits are normally those that are connected directly to an internal LAN segment or unknown connections to or from the Internet through either an authorized partner.  Are there any backdoor connections at the site?
v. Are there unauthorized modem connections?  These include all modem connections directly to systems inside the network.
w. On routers and other devices as applicable, is the timeout for unattended console and Telnet sessions set for no longer than 15 minutes via the exec-timeout command?
x. Is access to the routers commensurate with a user’s requirements?  In other words, those users who have a validated read and or write requirement will be granted read and or write authority.  Those users who have only a read-specific requirement will be granted read-only authority.
y. Are all router changes and updates documented in a manner suitable for review?  I.E. are configuration changes that are being made daily being documented in email and addressed to or CC’d to the MTF IMO?
z. Are all private IP address assignments in accordance with RFC 1918, and are all reserved private IP address assignments registered with NARMC or MEDCOM?
aa. Does the network employ the common Enclave Security Architecture?  
ab. Is the site firewall configured with the most restrictive security rules possible (“that which is not expressly allowed is denied” from UNTRUST zones to TRUST zones, and from UNTRUST zones to DMZ zones, and from DMZ zones to TRUST zones)?
ac. Is the DMZ on a separate physical network interface of the Enclave Perimeter firewall as part of the Screened Subnet architecture?  As directed by the Enclave Security Architecture, a screened subnet Demilitarized Zone (DMZ) architecture will be established by organizations to host their publicly accessible systems (e.g., EC/EDI, public Web servers, mail servers, external Domain Name Service (DNS), X.500 directories, etc.) within the DMZ.
ad. Are there copies of backup configuration files for network devices?  Do backup configuration copies of all network devices exist, either soft / hard copy to ensure network recovery in case of failure?
ae. Are there wireless technologies deployed?  If so, do they meet network requirements as per DoDD 8100.2, DoD Wireless?
af. Are there deployed converged network technologies (such as Voice over IP and Video over IP)?  Have these technologies undergone the DISA Joint Interoperability Test Command (JITC) testing and approval process?  (DISA VOIP IA Test Plan ver 2, Sep 03)
ag. Does this MTF utilize the TIMPO/SPAWAR deployed TLA architecture, and if so does the DISA CTNOSC have access to and/or maintain both the internal and external intrusion detection systems?  Does this MTF comply with MEDCOM for shared access control of its firewalls?  *****NOTE: Per MEDCOM policy “MTFs are required to provide MEDCOM’s baseline NOSC access into the TIMPO-deployed firewall.  MEDCOM will assume responsibility for auditing and providing guidance to MTFs in the area of firewall configuration.  MEDCOM requires a username and password for the internal switch (Cisco 2950 or Atleon 183 depending on the site) and the Cisco Pix 525 firewall.”
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