Checklist:  HIPAA Privacy and HIPAA Security

(updated: 28 December 2004)

	Item
	Description:  HIPAA  (Privacy)
	Y
	N

	1
	Is Privacy Officer formally designated, either by way of letter of appointment or on special orders? Ref: DoD Reg 6025.18-R pg 27, C1.5.1 and 111,  C14.1.1 and HIPAA Implementation Guide, Version 3, pg 22/24, table 5/6
	
	

	CLINOPS
	Comments

	
	

	2
	Have either the Privacy Officer or the designated alternate received formal privacy officer training?  If not, has the higher headquarters (NARMC) provided staff assistance as alternative for formal privacy officer training? Ref: DoD Reg 6025.18-R pg 27, C1.5.2 and 111, C14.2
	
	

	CLINOPS


	Comments


	
	

	3
	Have policies and procedures for HIPAA compliance within the MTF been updated and approved by the facility commander? Ref:  DoD Reg 6025.18-R pg 114, C14.9.1 and C14.9.2.1
	
	

	CLINOPS
	Comments


	
	

	4
	If the Privacy Officer is a civilian, has the job description been revised to reflect the additional responsibilities imposed by HIPAA laws and DoD regulations?
	
	

	CLINOPS
	Comments


	
	

	5
	Have additional personnel been separately identified as Compliance Officer and Release of Information officials?  (Not a hard requirement, but a best practice…)
	
	

	CLINOPS
And

PAD
	Comments


	
	

	6
	Is required HIPAA Privacy training being accomplished by all MTF personnel, including military, civilian, volunteer, and contractor personnel? Ref:  DoD Reg 6025.18-R pg 111, C14.2 and 112, C14.2.2.1.3, C14.2.2.2
	
	

	CLINOPS
	Comments


	
	

	7
	Is required HIPAA Privacy training being validated/accomplished within a reasonable time after arrival by newcomers?  Has the “reasonable” period of time been defined in local policies being enforced (if necessary)? Ref:  DoD Reg 6025.18-R pg 111, C14.2.1
	
	

	CLINOPS
	Comments


	
	

	8
	Are NOPP acknowledgements being validated or obtained consistently for all patients? Ref: DoD Reg 6025.18-R pg 87, C9.1
	
	

	PAD/CLINOPS
	Comments


	
	

	9
	Is the process for obtaining/validating NOPP acknowledgements audited on a regular basis? Ref: DoD Reg 6025.18-R pg 87 to 89 C 9.2 to C 9.3.2.3.2
	
	

	PAD


	Comments


	
	

	10
	Are NOPP labels being placed in the proper location on the medical records?
	
	

	PAD


	Comments


	
	

	11
	Are NOPP pamphlets readily available to patients and staff?
	
	

	CLINOPS

And

PAD


	Comments


	
	

	12
	Is there a process to monitor records to insure NOPP acknowledgements are being captured properly?
	
	

	PAD


	Comments


	
	

	13
	Is DA Form 2870 being used to properly track request to release medical records by patient or guardian?
	
	

	PAD


	Comments


	
	

	14
	Is DA Form 2871 being used to properly track request to restrict release of medical records by patient or guardian?
	
	

	PAD


	Comments


	
	

	15
	Is there a process for filing HIPAA complaints within the MTF?  Is it posted or readily available for customer use?
	
	

	CLINOPS


	Comments


	
	

	16
	Are complaints processed in a systematic fashion, monitored for resolution, and reported upwards on a regular basis?
	
	

	CLINOPS

	Comments


	
	

	17
	Has MTF updated/revised all Business Associate agreements to include MEDCOM proscribed language to ensure HIPAA compliance guidance from business associates? Ref: DoD Reg 6025.18-R pg 9 DL 1.1.1 to DL 1.1.1.3 and pg 117 C 14.12 
	
	

	CLINOPS
	Comments


	
	

	18
	Is the Personal Health Information Management Tool (PHIMT) being utilized to document authorizations for and release of personal health information?
	
	

	PAD
	Comments


	
	

	19
	Has staff been properly trained on the use of the Protected Health Information management Tool (PHIMT)?
	
	

	PAD


	Comments


	
	

	20
	Is there a process to track and report disclosure of PHI?
	
	

	PAD


	Comments


	
	

	21
	Are authorizations forms available for the release of protected health information to the media?  Are MTF personnel familiar with the use of these forms and the circumstances for their use?  Has a single point of contact for release of information been designated?
	
	

	PAD
	Comments


	
	

	22
	Is there a process which provide for patients to submit amendments to their PHI and how often is it monitored?
	
	

	PAD


	Comments


	
	

	23
	Are there established policies and procedures for patient to review or correct medical information in their records?
	
	

	PAD
	Comments


	
	

	24
	Are procedures in place to assure that all HIPAA related documentation is maintained for a period of six years? Ref: DoD Reg 6025.18-R pg116 C14.10.2
	
	

	CLINOPS
And

PAD
	Comments


	
	

	25
	Has Medical Records staff received required HIPAA Privacy and Security Training and are they knowledgeable of all policy and procedures?
	
	

	PAD


	Comments


	
	

	26
	What level and how often does PAD staff receive training on privacy and security issues related to medical records.
	
	

	PAD


	Comments


	
	

	27
	Are there policies and procedures in place for the manipulation, storage, dissemination, transmission and disposal of health information?
	
	

	PAD

	Comments


	
	

	28
	Are procedures developed for accepting/denying requests for amendments and corrections of records?
	
	

	PAD


	Comments


	
	

	29
	What is your organization’s policy on whether it will accept a patient’s request for restricting access or use of information?
	
	

	PAD


	Comments


	
	


